
WELCOME TO THE WEBINAR
Thank you for joining us. We will begin in a moment.

Your mic will be muted and your video will be off as a webinar attendee. If 
you have questions please type in Q/A. If you would like to chat please 
use the Chat box – please send to “Everyone” when doing so!

If you are experiencing sound issues please check to see if your volume is 
up on your computer and that you are connected to either computer or 
phone audio.
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HELPING COMMUNITIES GROW,

ONE SMALL BUSINESS AT A TIME



THIS WEBINAR IS BROUGHT TO US BY
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ONE-ON-ONE COUNSELING

WORKSHOP & WEBINARS

LOAN READINESS SERVICES
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The information provided in this webinar and any supplementary 
materials provided to registrants are intended for educational and 
informational purposes only and does not constitute professional 
financial or legal advice. No registrant should act or fail to act on the 
basis of any material contained in this webinar without obtaining 
proper financial, legal or other professional advice specific to their 
situation.

The Mendo-Lake Small Business Development Center, and its host, 
the HSU Sponsored Programs Foundation, specifically disclaims any 
liability, loss or risk, personal or otherwise, which is incurred as a 
consequence, directly or indirectly, of the use and application of any 
of the information presented in this webinar.

DISCLAIMER
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Your Instructor

Tom Jacobson
● Founder, AreWeSafeYet.net
● 10+ years helping non-profits, 

businesses, and individuals
● Graduate of Leadership 

Mendocino (class XXI)
● Participant in 1st Startup 

Mendocino (3rd place winner!)



21 3

54 6



Real - maybe Fake!





Artificial Intelligence

● Always Artificial, Sometimes Intelligent
A branch of computer science that aims to 
create machines capable of simulating human 
activities such as learning, problem-solving, and 
decision-making

● Speaking of Problem-Solving….
AI systems can solve complex problems, make 
decisions, and understand patterns in data, 
much faster (and sometimes more accurately) 
than we can

● Getting Better all the Time
AI systems can learn and improve over time, 
adapting to new information or changing 
environments, just like us

AI in 60 Seconds (or less!)

Generative AI

● Creative Machines…
GenAI systems create new, “original” 
content such as text, images, music, or 
videos. GenAI systems aren’t about 
analyzing data.

● …with Diverse Applications
These systems are incredibly versatile, 
with applications in fields like science, 
visual arts, writing, music composition, 
and design

LLM

● Write Right
Trained on a huge corpus of 
text (like the whole Internet), 
Large Language Models 
(LLMs) can write in a way 
that's very human-ish

ChatGPT



Cybersecurity in the Age of AI

▪ What could possibly go wrong?
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➔ Source: 2024 FBI IC3 Report
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Non-Delivery Scams
AKA, you don’t get what you paid for!
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Non-Delivery Scams: Red Flags 🚩

➔ www.aarp.org and https://fbi.gov 

● Bargain-basement prices

● Shoddy website design or sloppy English

● Limited or suspicious contact options

● Weird URLs

● Social media posts that appear to offer 

vouchers or gift cards

● Sellers who say they are out of the country on 

business, family emergencies, etc.

● Buyers who request their purchase be shipped using a 

certain method to avoid customs or taxes inside 

another country

http://www.aarp.org
https://fbi.gov
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Startup Scam Quiz #1

➔ Text: www.aarp.org Photo: https://unsplash.com/@braydona 

▪ Online retailers like Amazon and eBay will request your login information to provide customer 

support.

▪ FALSE 😜 If there is a problem with your account, retailers like Amazon or eBay will email 

you and direct you to log into your account and handle the problem within the platform.

http://www.aarp.org
https://unsplash.com/@braydona
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Invoice Scams
“I didn’t order that!”

▪ You receive an “invoice” for goods or services you never ordered

▪ The amount is prominently displayed…

▪ …just enough to alarm and anger you

▪ …but not enough to make you think it’s a scam

▪ A helpful phone number is provided “in case you have any questions or concerns”

▪ The whole point of the scam is to get you to call the listed number!

▪ Scammers will try to install malware on your system…

▪ …or get your bank account information…

▪ …or both!
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Invoice Scams



Generic 

greeting
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Invoice Scams: Red Flags 🚩

▪ Urgent

▪ Unexpected

▪ Emotional Response

▪ Reality Check = FAIL

▪ Verify “Out of Band”

▪ Big Names = Big Trouble!



WWW.WESTCENTER.ORG

Startup Scam Quiz #2

➔ Text: www.aarp.org Photo: https://unsplash.com/@braydona 

▪ Peer-to-Peer payment apps like Cash App, Zelle, or Venmo have the same consumer 

protections as your credit card.

▪ FALSE 😜 These types of P2P payment services do not offer fraud protection. 

Once a consumer sends money to someone, it’s gone and likely not recoverable.

http://www.aarp.org
https://unsplash.com/@braydona
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▪ BEC = Fraud (through email, SMS, etc.)

“Business Email Compromise (BEC): BEC is a scam targeting businesses or 

individuals working with suppliers and/or businesses regularly performing wire 

transfer payments. These sophisticated scams are carried out by fraudsters by 

compromising email accounts and other forms of communication such as 

phone numbers and virtual meeting applications, through social engineering or 

computer intrusion techniques to conduct unauthorized transfer of funds.”

➔ Source: Internet Crime Complaint Center (IC3.gov)

Business Email Compromise (BEC)



➔ Source: FBI Cyber Division, March 30th 2020

HOW MUCH DOES IT COST?

▪ Amounts range from a few thousands into the tens of millions

▪ The amount lost per attack varies greatly

▪ Estimated 2024 BEC losses were over 2.7 billion dollars
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$2.7 BILLION IS A LOT OF $$$
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Source: Internet Crime Complaint Center (https://complaint.ic3.gov) run by the FBI

● Spoofed Email = Spam, Phishing Email, altered to look like it’s from someone you trust

● Similar Domain = ebya.com instead of ebay.com, deceptive or forged site

● Email Intrusion = attacker has access to your email account or email system

LET’S LOOK AT THE DETAILS

WWW.WESTCENTER.ORG

https://complaint.ic3.gov/
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▪ Most common form of BEC

▪ If you’re not paying attention, 

watch out!

EXTERNAL SPOOFED EMAIL
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ACCOUNT TAKEOVER (INTERNAL VICTIM)

▪ This is much more serious.

▪ If someone can send out 

(seemingly) legitimate emails 

from your account to your 

organization, the sky’s the limit.
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▪ Just like account takeover, only 

instead of sending emails 

internally the attacker sends 

email to your contacts.

▪ You have probably received an 

email from someone whose 

account was compromised.

ACCOUNT TAKEOVER (EXTERNAL VICTIM)



ACCOUNT TAKEOVER 
REAL LIFE EXAMPLE

▪ This email looks legit because it is - it was sent 

from the (compromised) email account of Mr. 

McLucas.

▪ He probably lost control of his email account 

through a phishing email similar to this one

▪ The CEO of a local non profit was the recipient 

of this one

▪ I called him. He sounded tired.



PDF = HARMLESS?



• This site looks legit because it is - 
it’s a real Microsoft site.

• At this point we’re all thinking, 
come on already! Where’s the 
document?

THIS LOOKS LEGIT, 
DOESN’T IT?



• Impatient to access the 
“document”, it’s easy to miss the 
only red flag here - the 
non-Microsoft URL 
(mybluemix.net)

• Each email has a completely 
unique URL so virus scanners have 
a hard time detecting it

THIS IS DEFINITELY 
NOT LEGIT!
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▪ For most of us email is the #1 

attack vector we face.

▪ The problem isn’t even about 

hardware or software – it’s 

about us!

▪ It comes down to trust.

EMAIL - YOUR #1 ATTACK VECTOR



Subject: Confirmation of Invoice Receipt and Upcoming Payment
From: John Doe johndoe@legitimatecompany.com
To: finance@victimizedcompany.com

Dear Finance Team,

I trust this message finds you well. I'm writing to confirm that we have received your acknowledgment of the invoices sent last month for our recent marketing services. We 
appreciate your timely attention to these matters.

As per our agreement, the payment is due by the end of this month. Please proceed with the transfer using our usual bank account details, as there have been no changes 
to our banking information.

Our current bank account details are as follows for your reference:

Bank Name: [Original Bank Name]
Account Number: [Original Account Number]
Routing Number: [Original Routing Number]
Account Holder: [Original Account Holder's Name]
We value our ongoing partnership and look forward to continuing our successful collaboration. If there are any issues or additional paperwork needed for the payment 
processing, please let me know as soon as possible.

Thank you once again for your prompt action and for being a valued client.

Best regards,

John Doe
Sales Director

BEC Phishing Email Example [1]



Subject: Re: Confirmation of Invoice Receipt and Upcoming Payment
From: John Doe johndoe@bogusdomain.com (Note: This email address imitates a known contact but uses a different domain)
To: finance@victimizedcompany.com

Dear Finance Team,

I hope this email finds you well. I am writing to inform you of an important update regarding the payment details for the invoices we sent last month. Due to an urgent 
banking issue, we have had to change our bank account details.

Please note the new bank account details as follows:

Bank Name: [New Bank Name]
Account Number: [New Account Number]
Routing Number: [New Routing Number]
Account Holder: [New Account Holder's Name]
It is imperative that this change is reflected in your payment process immediately to avoid any disruption in our service delivery. Please ensure that all future payments are 
directed to this new account.

We apologize for any inconvenience this may cause and appreciate your prompt action on this matter.

If you have any questions or need further clarification, do not hesitate to contact me directly.

Warm regards,

John Doe
Sales Director

BEC Phishing Email Example [2]



Passwords Are Here to Stay

https://xkcd.com/936/



Passwords Are Here to Stay

https://haveibeenpwned.com/



Passwords Are Here to Stay

▪ The single most important thing you can do to improve your online security is to 
have unique, randomized passwords for every account.
▪ Unique means that no two accounts have the same password.
▪ Randomized means that the password is not based on a pattern and is not 

predictable.
▪ The correct answer to the question, “What is your password?” should always be, 

“I don’t know.”
▪ Spoiler Alert: It is not possible to have unique, randomized passwords for every 

account without using a Password Manager.



What’s the Passphrase?

https://www.useapassphrase.com/

https://halt-whats-the-passphrase.replit.app/



Meanwhile, please fill 
out this short survey —

We use your responses to 
better serve your business 
needs

Write to us!     
events@westcenter.org
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Questions?
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NORTHERN CALIFORNIA SBDC REGIONAL CENTERS
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THANK YOU
We have two locations to serve you:

345 N. Franklin St.                                     
Fort Bragg, Ca 95437

185 E. Church St.                                                 
Ukiah, Ca 95482

Contact us for more information at:

Phone: 707 964 7571           
events@westcenter.org

Follow us on socials!  @westbizcenter
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